MONITORING 2.0

ULRICH HABEL <RHAEN@CPAN.ORG>
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ADMINISTRATION - BASIC
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REMEDY TICKET CONFIGURATION
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ADMINISTRATION - ADVANCING
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ADMINISTRATION - CLOUD AGE

MGMT SERVER




STATISTICS/MONITORING

REQUIR

COLLECT DATA

SERVER

oS

SERVICES

BASE LEVEL FOR
MONITORING/
ALERTING

ZERO-CONF

g
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83.46 Avg, 107.43 M
0.00 Avg, 0.00 Ma
6.39 Avg, 74.12 Ma

11.04 Avg, 38.99 Ma
2.09 Avg, 27.92 Ma
0.30 Avg, 1.22 Ma
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MONITORING CHALLENG

DATA STORAGE (DPATARASE/FS)

LATENCY (LOCAL STORAGE/NETWORK)

DPURATION (TIME NEEDED FOR A SAMPLE)

FREQRUENCY (E—VERY 20 S)

CROSS PLATFORM ((X86_|WIN){22,64})
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TOOLS FOR MONITORING

collectd (http://www.collectd.org)

rrdtool (http://oss.oetiker.ch/vrdtool/)

n2rro (http://n2rrd-wikt.diglinks.com/)

Nagtos (http://www.nagios.oro/)
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http://www.collectd.org
http://www.collectd.org
http://oss.oetiker.ch/rrdtool/
http://oss.oetiker.ch/rrdtool/
http://n2rrd-wiki.diglinks.com
http://n2rrd-wiki.diglinks.com
http://livepage.apple.com/
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FLEXIBLE MONITORING

SOLUTION

P 3
collecta collecta
LLbrrd/vrocached n2rrd/nagilos

RHEL 6.1 RHEL 6.1
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STATISTICS & DATA (COLLECTD)

LIGHTWEIGHT LOCAL
UNIX DAEMON

ANSI C WITH ISO99
EXTENSIONS

LRI REeRe f}l%collec’rd

The system statistics collection doemon
UNIX

PLUGIN ARCHITECTURE
(92 PLUGINS READPY)

APl FOR PERL/)AVA/...
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AL S TORAG

LOCAL DPAEMON USING
UNIX SOCKETS

COLLECTD PLUGIN

TIME/CHANGE BASED
STORAGE OF DATA

PART OF RRPTOOL

NOT AVAILABLE IN
RHEL 6. X SO FAR

(RRDCACH

D)

/rrdcached/operatic
20f
18
2 P gt o
14
12
10 Week 32 Week 33 Week 34
B value 0.07 min, 15.68 avg, 40.00 ma

Number of write operations per second.

/rrdcached/operatior

10 k
9 k
8 k *
i
b
7 k !
6 k
Week 32 Week 33 Week 34
B value 23.07 min, 7676.35 avg, 19828.91
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PUSH VIA TC
(COL

>/IP IPv4/IPv6
“CTD)

PUSH VIA TCP/IP
SINGLE PORT

DATA SIGNED/
ENCRYTED

UNICAST / MULTICAST
()

PROXY PUSH POSSIBLE

T JUST WORKS
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Service Configuration
ﬂ (valid for certain daemons/services - /etc/collectd.d/service.conf)
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—> Environment Configuration

(valid for network zones - /etc/collectd.d/network.conf)

e d

SATELLITE

N Base Configuration

(valid for all servers - /etc/collectd.conf)




BASE CONFIGURATION

/etc/collectd.conf:
BaseDir "/var/lib/collectd”
PIDFile "/var/run/collectd.pid”
PluginDir  "/usr/lib64/collectd”
; TypesDB "/usr/share/collectd/types.db"
| Interval 30

f ReadThreads 5

LoadPlugin syslog

<Plugin syslog>
LoglLevel info

</Plugin>

<Plugin rrdtool>
DataDir "/var/lib/collectd/rrd”
CacheTimeout 120
CacheFlush 900

</Plugin>

Include "/etc/collectd.d”
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-NVIRONMENT CONFIGURATION

/etc/collectd.d/network.conf:

LoadPlugin network
<Plugin network>

S eV 8103658335 125555509 %2
SecuritylLevel Encrypt
Username "collectd”
Password "vei5euPhadiw”
Interface "etho”

</Server>

TimeToLive 128
MaxPacketSize 1024

# proxy setup (client and server as above):
# Forward true

== o o
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# statistics about the network plugin itself
ReportStats false

</Plugin>
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SERVICE CONFIGURATION

/etc/collectd.d/service. conf:

# One per file - or grouped by function
LoadPlugin load

LoadPlugin mysql

<Plugin mysql>
<Database "">
User "monitor”
Password "Aiz@veem8chi”
MasterStats true
</Database>

</Plugin>

LoadPlugin apache
<Plugin apache>
<Instance "<%= fqdn %>">
URL "http://localhost:<%= httpport %>/server-status?auto”
Server "apache”
</Instance>
</Plugin>
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http://localhost
http://localhost

RRD2GRAPH (PART OF N2RRD)

ZERO CONFIGURATION ON COLLECTORS

,AUTODISCOVERY” OF SERVERS BASED ON DIRECTORY
STRUCTURES

OPENSOURCE - DIGLINKS

Extended Information OFF
Q Daily (®) Nagios \ Template w 0 Zoom w o0l Graph il
sSummary >

sophora-master-live - SYS col -
SYS_collectd-load >

-~
Select DS N [ longterm >
.
{0 I o

1.0
io{ shortterm > DAY

run queue

T |

0,0+
Tue 18:00 Wed 00: 00 Wed 06:00 Wed 12:00

B 1 min 0.00 Min, 0.35 Avg, 2.85 Max, 0.40 Last
B 5 min 0.00 Min, 0.34 Avg, 1.63 Max, 0.51 Last
B 15 min 0.00 Min, 0.32 Avg, 1.17 Max, 0.62 Last
Create date: Wed Nov 16 17:36:43 2011




NAGIOS INT

-GRATION

ONE PLUGIN TO CHECK FOR COLLECTP VALUES

(ONE PLUGIN TO RULE THEM ALL)
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EASY TO CONFIGURE FOR APMINISTRATORS

WORK IN PROGRESS (WE SHOULD DO SOMETHING...)
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